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Many of the nuclear and radiological facilities have Physical Security System (PSS). It has 

been installed from long time; the security systems include many different types of cluster 

sensors, components and control devices. It should keep the security system component 

valid and updated, and follows procedures, rules and requirements of the Nuclear 

Regulatory Authority at the national level and meets IAEA concept and 

recommendations at the international level. The Evaluation of the PSS efficiency is very 

necessary requirements, and should be determined. This paper introduces a Hypothetical 

Nuclear Site for PSS analysis and evaluation process. The work developed an analytical 

methodology for the evaluation. The Systematic Analysis of Vulnerability to Intrusion 

(SAVI) computer program is used in PSS evaluation. SAVI determines the most 

vulnerable paths of an adversary sequence diagram as a measure of effectiveness. 

The paper determines the vulnerabilities and threat of some physical protection element 

on the nuclear site and calculates the system win probability. This work explains; the 

adversary scenario for the most vulnerable path and determine the PSS effectiveness. 

Each of Time remaining after interruption, and cumulative path delay after critical 

detection point will be calculated. SAVI Outsider module enables the likelihood of attack 

interruption to be calculated &finds the set of the most vulnerable 10th worst paths. This 

work will serve as base guidelines for the decision makers, the application, and 

evaluation of PSS and provision of counter measure strategies in the nuclear energy 

facilities 
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1. INTRODUCTION 

The physical protection system is designed to defeat 

any theft or sabotage actions carried out by one or more 

persons from outside or inside the site. This paper 

introduces a Hypothetical Atomic Research Institute 

(HARI) for PPS analysis and evaluation process [1]. 

1.1 Hypothetical Atomic Research Institute (HARI) 

Description 

HARI complex was established by Sandia National 

Laboratory (SNL), USA, to serve as the State’s premier 

nuclear energy research facility. HARI describes a 

hypothetical nuclear security program that meets the 

international recommendations for an institute with a 10 

MW research reactor (RR), a radioisotope production 

facility (RPF), a low-enriched uranium fuel fabrication 

facility (FFF), Interim Storage Facility (ISF) and a waste 

treatment and storage facility (WPF) [1]. HARI complex 

is surrounded by1500 meters external double fences 

enclosed 10m isolation area, which considers the first 

delay barriers & it divided into two security areas:          

A limited Access Area (LAA) that includes 

administrative, general operations, staff training and 

shipping and receiving facilities, & a high-security 

Protected Area PA, which is the scope of the work.  

Figure (1) shows HARI site general view. HARI 

security system includes; intrusion detection system, 

closed circuit television system, access control system, 

and alarm system and security control centers distributed 

over all the HARI [2]. 
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[1] Central Alarm Station (CAS) [2] PA Admin Annex [3] Fuel Fabrication Facility (FFF) [4] Radioisotope Production Facility (RPF)  

[5] Research Reactor (RR) [6] PA Fence [7] Interim Storage Facility (ISF) [8] Waste Processing Facility                         
 

Fig. (1): HARI Site General View 

 

1.2 Response Forces teams at HARI-Site 

1st team is formed by post guards or watchmen, 

their number is 7 (three shifts)  

2nd team is hard tower security guards equipped 

with pistol, and 4 h a r d  t o we r s  equipped with 

Telephone lines that can communicate to any 

emergency place if the response forces not reply. 

3rd team (Special Response Team) is composed of 

10 members each member is military trained and 

have the authority to enter target locations to 

ensure the safety of critical assets and target 

materials, this team is located about 1000 m far from 

the R.R site and have an armed vehicle. They are 

equipped with an Automatic Rifle 

 HARI Site has two redundancy central alarm 

stations [6]   

The Main Central Alarm Station (CAS): is located in 

the R.R building and it is staffed by a minimum of 

one security guard at all times this man is responsible 

for the assessment of alarms and communication to 

the response forces. 

The secondary Central Alarm Station (SAS): is 

located in guard building and staffed by a minimum of 

one guard The average times are listed in Table (1). 
 

Table (1): Average Times for Response Functions [10] 

no Descriptions 
The R.R Times 

(sec) 

1 Alarm communication Time 5   seconds 

2 Alarm assessment Time 25 seconds 

3 
Communication time to guards, police, 

and military 
25 seconds 

4 Guard preparation time 15 seconds 

5 Response force preparation time 60 seconds 

6 Travel Time by vehicle 36 seconds 

7 Travel Time by foot 500 seconds 

8 On-site deployment time (after arrival) 100 seconds 
 

2. PHYSICAL SECURITY SYSTEM EFFECTIVENESS 

For Physical Protection Systems to be effective against 

sabotage threat, the response force must both interrupt 

and neutralization the adversary. Interruption means the 

response force deploys before the adversary mission is 
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complete and in adequate numbers that the adversary 

must interrupt the mission and engage with the response 

force. Neutralization means that the response force stops 

or permanently interrupts the adversary, who either 

surrenders, attempts to flee, is captured, or killed. Both 

interruption and neutralization are necessary for the PSS 

to be effective [3]. 

2.1 Probability of Interruption (PI) 

PI is defined based on the principle of timely detection 

and a critical detection point for any adversary path. PI 

is the cumulative probability of detection along the 

path up to the critical detection point (CDP). The CDP 

is the last PPS detection component along that path for 

which the response force time is less than the remaining 

adversary task completion time [4]. 

If there is one sensor on the path, this probability of 

interruption is calculated as: 

PI = PC*PD 

Where: PC: Probability of guard communication, PD: 

Probability of detection. And, 

The general formula for PI [41]: 

𝑷𝑰 = 𝑷(𝑫𝟏) × 𝑷(𝑪𝟏) × 𝑷(𝑹|𝑨𝟏)

+ ∑ 𝑷(𝑫𝒊) ×

𝒏

𝒊=𝟐

𝑷(𝑪𝒊) × 𝑷(𝑹|𝑨𝒊)

× ∏(𝟏 − 𝑷(𝑫𝒊))

𝒊−𝟏

𝒊=𝟏

 

 

 

P(R/A): Probability of response force arrival prior to the 

end of the adversary's action sequence given an alarm [23]. 

                    P(R/A) =  ∫
𝟏

√𝟐𝝅𝝈𝟐  𝒆𝒙𝒑 [−
(𝒙−𝝁𝒙)𝟐

𝟐𝝈𝟐 ]
∞

𝟎
                         

2.2 Probability of Neutralization (PN) 

The probability of neutralization PN is the probability, 

given interruption of the adversary by response forces, 

that the response force will gain complete physical 

control of the adversary force. Then the system 

effectiveness PE along this path is defined as the 

product of these two probabilities, PI and PN. The 

overall PPS effectiveness is conservatively defined as 

the lowest PE for all adversary paths [3]. 

3. PHYSICAL PROTECTION EVALUATION PROCESS 

The physical security system effectiveness (PE) along 

a specific path is defined as the product of two 

probabilities, PI,  which is calculated by SAVI model 

and PN, which determined by the neutralization module, 

PE= PI*PN [3]. 

3.1 The Systematic Analysis of Vulnerability to 

Intrusion (SAVI)  

SAVI is computer program used to evaluate the 

physical protection system’s effectiveness. SAVI 

determines the most vulnerable paths of an adversary 

sequence diagram (ASD) as a measure of effectiveness. 

An analysis using SAVI begins with identifying a 

target and constructing a site-specific ASD for that 

target. Next, the characteristics of the threat must be 

specified. The response force deployment time, delay 

and detection values for each protection element on 

ASD must be defined. All of this information is used as 

input to the SAVI code. The code calculates the 

probability of interruption for each path on the ASD [1]. 

Features of SAVI include analysis of all adversary 

paths, a safeguards-component catalog with a 

detection/delay performance database, results in 

graphic form, and path-upgrade recommendations. 

Software of SAVI consists of two modules [4] 

1. Facility Module; enables a facility in to be modeled 

from protective elements & spaces. 

2. Outsider Module; enables the likelihood of attack 

interruption to be calculated &finds the set of the 

most vulnerable paths. 

3.2  PI Calculation using SAVI Modules 

a. HARI-site modeling:  

SAVI employs an ASD diagram to model HARI-site 

and its physical security system. The ASD diagram 

includes designated areas and protection layers located 

on the HARI. The layers consist of protection elements 

and path segments which configure the adversary path 

element [1] Fig.4 

b. Facility module:  

The facility module is the tool to specify the facility 

and its physical security system, and enable the user to 

specify the classifications of each layer and protection 

element. In our work the HARI facility has 7 layers 

starting with the off-site layer which is the area 

outside the HARI, then the protected area, there are 6 

protection elements between the out site and protected 

area (Personnel gate, Vehicle gate, Isolation zone, 

Cooling tunnel, Helicopter land base, and Electric duct) 

then the reactor ground level. There are 4 protection 
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elements between the protected area and the reactor 

ground level (personnel gate, emergency gate, cooling 

duct which is coming from off-site layer, and the wall 

of the reactor building as a way to be penetrated to 

enter the reactor ground level, then the reactor level 1, 

2, and 3 which have the same protection elements in 

between (Door, Window, Wall surface, and 

Elevator).Then the target area which is the reactor hall 

that contain the nuclear fuel [4], as shown in Fig.4. 

SAVI facility module used to specify the dimension, 

characteristics, safeguard and condition state of each 

protection element and the Dimensions of the layers. In 

addition, computation of delay time and probability of 

detection of all layers and areas will be specified and 

calculated by SAVI model, 

3.3 The Adversary Path, characteristics and Tactics 

The adversary beginning from the off-site and ending 

when locate his target (main tank of the reactor). Layers 

A, B, C, and D are the reactor levels floors (Levels 0, +1, 

+2, and +3). In the SAVI model, an adversary path 

consists of a sequence of areas and protection elements 

traversed by the adversary from offsite to the target and 

back offsite. SAVI considers all possible adversary paths 

in its analysis. Each path is transformed into a time line 

that consists of delay segments separated by detection 

points. In the ASD Diagram, the physical areas calculated 

as delay segments [11]. 

4. SAVI OUTSIDER MODULE 

The outsider analysis (Outsider) module is part of 

the analytic system which output the results and 

adversary vulnerability of 10 worst paths upon the 

specification of the facility and its layers and protection 

elements [3]. First step is to characterize the adversary. 

Adversary attributes are defined as possession of metal 

(weapons and tools), explosives, and transportation 

(foot, truck, or helicopter). The mode of transportation 

determines the speed in which the area can be traversed 

in our facility 4m/seconds adversary speed selected [8]. 

The computation of delay time and probability of 

detection of all layers and areas must be specified and 

calculated by SAVI model. Adversary objective is 

specified either as theft or hands-on sabotage and 

corresponds to entry/exit or entry-only path analysis, 

respectively. Adversary tactics are either force-only or 

mixed, i.e., force and deceit. Deceit is defined as an 

adversary imitating an employee in protection elements 

with an authorized entry procedure [7]. As shown in 

Fig.3, which showed that the threat type is terrorist foot 

and the response strategy is Denial. For a denial strategy 

the adversary must be interrupted before completing 

tasks at the target, which is appropriate when protecting 

against sabotage or hand-on theft. For containment 

strategy, the adversary must be stopped before leaving 

the facility, which is appropriate to protect against theft. 

Table 2 shows the PD and DT delay time of the 

protection element currently used [9] [12]. 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

Fig. (2): Adversary Path, characteristics and Tactics 
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Table (2): The probability of detection and the delay time of the PSS protection elements 

Delay 

time 

(sec) 

Pd Applied component Type 
Protection 

element 
Area 

-- -- 5 m Dimensions 

PER 

O
ff

-s
it

e 
to

 P
A

 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

-- 0.95 Finger print and PIN Access Delay 

-- 0.01 Inner- schedule Sec inspector 

--  20 m Dimensions 

VEH 

-- 0.6 CCTV with instance reply Characteristics 

--  VEH-Shipment Passage 

-- .45 Serial no verification Access Delay 

-- 

0.7 

0.75 

0.45 

Micro wave 

Multi complimentary sensor 

Electric field 

Intrusion detection 

108 

1440 
 

VEH rollup 

Train barrier 
Access Delay 

-- 0.8 Duress LAW protected Sec inspector 

--  200m-60cm diameter Dimensions 

Cooling 

tunnel 
-- 0.60 CCTV with instance reply Characteristics 

900 

900 
 

12 inch filled rebar block  

12 inch filled rebar block 
Access Delay 

--  10m Dimensions 

ISO 

isolation 

zone 

-- 0.60 CCTV with instance reply Characteristics 

-- 

-- 

0.02 

0.70 

0.50 

 

Micro wave 

Multiple sensor 

Personnel always in vicinity 

IDS 

0.05  LAW resistance tower Sec inspector 

--  600m Dimensions 

HEL 

-- 0.60 CCTV with instance reply Characteristics 

-- 

0.50 

0.75 

0.45 

Radar 

Multi complimentary sensor 

Electric field 

IDS 

15 

15 
 

Min unload time 

Min Load time 
Access Delay 

-- 0.02 Random Sec inspector 

--  300m-90cm diameter Dimensions 

Electric 

Duct 

--  No assessment Characteristics 

90  High security pad lock Access Delay 

-- 0.90 Multi complimentary sensor IDS 

720  Heavy Grid Access Delay 

--  Prohibited Passage 

EMX 

P
A

-R
R

 G
ro

u
n

d
 

le
v

el
 -- 0.60 CCTV with instance reply Characteristics 

300  Electronically coded Access Delay 

-- 
0.90 

0.80 

Vibration 

BMS 
Intrusion detection 
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30  9 gauge wire mish Access Delay 

-- 0.80 Duress unprotected LAW Sec inspector 

--  20cm wall Dimensions 

SUR 

-- 0.60 CCTV with instance reply Characteristics 

-- 
0.95 

0.95 

Outer Multi complimentary sensor 

Inner Multi complimentary sensor 
IDS 

Inf  24 inch reinforced concrete Access Delay 

--  5 m Dimensions 

PER 

Personal 

gate 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

-- .95 Finger print and PIN Access Delay 

-- .01 Inner- schedule Sec inspector 

--  300m-90cm diameter Dimensions 

ventilation 

Duct 

--  No assessment Characteristics 

90  High security pad lock Access Delay 

-- 0.90 Multi complimentary sensor IDS 

720  Heavy Grid Access Delay 

--  0.3 m Dimensions 

DOR 

door 

R
R

 G
ro

u
n

d
 f

lo
o

r 
to

 L
ev

el
#

1
 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

-- .95 Finger print and PIN Access Delay 

-- .01 Inner- schedule Sec inspector 

--  20cm wall Dimensions 

SUR 

surface 

--  CCTV with instance reply Characteristics 

-- 
0.95 

0.95 

Outer Multi complimentary sensor 

Inner Multi complimentary sensor 
IDS 

Inf  24 inch reinforced concrete Access Delay 

--  2 m Dimensions 

SHD 

elevator 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

100 0.45 Serial number verification Access Delay 

--  0.3 m Dimensions 

DOR 

door 

L
ev

el
#

1
 t

o
 L

ev
el

#
2

 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

-- 0.95 Finger print and PIN Access Delay 

-- 0.01 Inner- schedule Sec inspector 

--  20cm wall Dimensions 

SUR 

surface 

-- 0.60 CCTV with instance reply Characteristics 

-- 
0.95 

0.95 

Outer Multi complimentary sensor 

Inner Multi complimentary sensor 
IDS 

Inf  24 inch reinforced concrete Access Delay 
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--  2 m Dimensions 

SHD 

Elevator 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

-- .45 Serial number verification Access Delay 

--  0.3 m Dimensions 

DOR 

door 

L
ev

el
#

2
 t

o
 L

ev
el

#
3
 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

100 .95 Finger print and PIN Access Delay 

-- .01 Inner- schedule Sec inspector 

--  20cm wall Dimensions 

SUR 

surface 

-- 0.60 CCTV with instance reply Characteristics 

-- 

0.95 

 

0.95 

Outer Multi complimentary sensor 

Inner Multi complimentary sensor 
IDS 

Inf  24 inch reinforced concrete Access Delay 

--  2 m Dimensions 

SHD 

elevator 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

100 .45 Serial number verification Access Delay 

--  0.3 m Dimensions 

DOR 

door 

L
ev

el
#

3
 t

o
 R

R
 H

a
ll

 

-- 0.60 CCTV with instance reply Characteristics 

--  Persons-pedestrian Passage 

100 .95 Finger print and PIN Access Delay 

-- .01 Inner- schedule Sec inspector 

--  20cm wall Dimensions 

SUR 

surface 

-- 0.60 CCTV with instance reply Characteristics 

-- 
0.95 

0.95 

Outer Multi complimentary sensor 

Inner Multi complimentary sensor 
IDS 

Inf  24 inch reinforced concrete Access Delay 

--  60 m Dimensions 

WND 

-- 0.60 CCTV with instance reply Characteristics 

300 

300 
 

Outer Combination 

Inner Combination 
Access Delay 

-- 0.80 Infrared Intrusion detection 

30  9 gauge wire mish Access Delay 

100 
0.60 

0.95 

Authorization verification 

Dedicated observation 
Access Delay 

Open 

target fuel 

rods 

O
p

en
 T

a
rg

et
 

-- 0.60 CCTV with instance reply Characteristics 

-- 
0.50 

0.02 

Video motion sensor 

Personnel always in vicinity 
IDS 

30  Wire secure with bolt Access Delay 

-- 0.45 Duress unprotected LAW Sec inspector 

 



  64                                                                                                       A. A.Wadoud et al. 

 

Arab J. Nucl. Sci. Appl., Vol. 56, 2, (2023)   

 

 

4.1. Determination of Probability of Neutralization 

PN using Neutralization Module  

The user should input the probability of neutralization 

as delivery information to the program. The probability of 

neutralization entered to SAVI determined by a 

neutralization module. The neutralization module consists 

of three parts [5]:  

1st:   the threats which defined the type of thread,  

2nd: the guards which describe the type, number, 

weapons and guards delay time  

3rd: the Result section which shows the output of the 

estimation of PN 

The output value of the probability of neutralization 

PN is 0.99 as shown in Figure 3. 

4.2 Outsider Module Output Results 

After finishing the HARI-Site modeling, facility 

setting, and adversary characterize, and response forces 

data input information, we choose the number of paths 

and run the analysis from the control panel. After the 

analysis is finished, the outsider module analysis result 

shows the most ten vulnerable paths in the HARI  PSS 

Figure (4) shows the scenario of the most vulnerable 

path could be use by the advisory to achieve his task, 

which is inter the protected area from the offsite through 

the cooling tunnel directly to the reactor building ground 

level then through the elevator will reach the reactor 

level#3 then the reactor area through the door then to the 

reactor pool (which is the sabotage target).  

 The control panel is used to select any path. And any 

editor information can be achieved and the output graphs 

(sensitivity, distribution and vulnerability) can be shown. 

A detailed t e x t u a l  description of the path 

including intrusion methods and individual safeguard 

performance values is shown in the results window. The 

graphs window displays user selectable information 

about sets of paths, including a graph of the protection 

system’s sensitivity to response force deployment time. 

Figure 4 shows the most vulnerable path (worst path) 

which is the path#1. 
 

 

 
 

Fig. (3): The Neutralization Module for the HARI [5].
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5. SAVI RESULTS: THE PHYSICAL PROTECTION 

SYSTEM EVALUATION  

The SAVI outsider analysis result determined the most 

vulnerable path which is the path#1 shown in the figure (4). 

The computation of the probability of interruption, the 

probability of Neutralization and the system win probability 

as follow (see table.3): 

• Probability of interruption is PI = 0.71. 

• Probability of Neutralization is PN = 0.92. 

• System win probability is PW =0.66. 

• Time remaining after interruption TRI=13 Seconds 

• Detection potential (points) is =10 points along paths 

which is the points that the adversary supposed to be 

interrupted at these point through the ten vulnerable 

paths. 

The effectiveness of the physical protection system PE 

= PI*PN, in this case is = 0.66 which is the system potential 

that adversaries can be detected and assessed in sufficient 

time for security forces to intervene and neutralize them 

before they can seize or sabotage nuclear material. The 

SAVI evaluation of the current PPS showed that the 

probability of interruption   is 0.71 which is Not Sufficient 

and although the probability of neutralization is quite high 

0.92. The conclusion of this analysis is the PSS system 

should be upgrade. The outsider graph result As shown in 

figure (5), shows the relation between the probability of 

interruption Pi and the time remaining after interruption 

TRI before the system improving which was Pi = 0.71 for 

TRI = 110 sec.  
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. (4) the Most Vulnerable Path and Adversary Scenario 
 

Table (3): the Outsider Analysis Result. 
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Fig. (5): the outsider analysis graph result of current PSS 

 

6. CONCLUSION 

The ultimate goal of a physical Security system (PSS) 

is to prevent the accomplishment of overt and covert 

malevolent actions. The Evaluation of the PSS efficiency 

is very necessary requirements, and should be 

determined. The Systematic Analysis of Vulnerability to 

Intrusion (SAVI) computer program is used in PSS 

evaluation. SAVI determines the most vulnerable paths 

of an adversary sequence diagram as a measure of 

effectiveness. The work, determines the vulnerabilities 

and threat of some physical protection element on the 

nuclear site. The work explain; the adversary scenario 

for the most vulnerable path and determine the physical 

protection system effectiveness. SAVI outsider analysis 

result determined the most vulnerable path and the 

computation of the probability of interruption, the 

probability of Neutralization and the system win 

probability,  in this paper the results shows: The time 

remaining after interruption TRI=13 Seconds, and The 

detection potential (points) is =10 points along the paths 

which is the points that the adversary supposed to be 

interrupted at these point through the ten vulnerable 

paths, which is the system potential that adversaries can 

be detected and assessed in sufficient time for security 

forces to intervene and neutralize them before they can 

seize or sabotage nuclear material. The system 

effectiveness of the physical protection system, PE = 

PI*PN, along the worst path was = 0.66 this depending 

upon, the probability of interruption is PI =0.71 and the 

probability of Neutralization is PN = 0.92, the system 

win probability obtained is PW =0.66. This work will 

serve as base guidelines for the decision makers for the 

application and evaluation of Physical Security systems 

(PSS) and provision of counter measure strategies in the 

nuclear energy facilities. 
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